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for the adversary to make the move first."
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INTRODUCTION

This investigation and scoping document has been commissioned by the Innovation Partnership to:

“investigate the need/opportunity for an online tool that assesses the security of a business’ online
systems and recommends (and provides links to) cost efficient, best practice, security
software/protocols.”

The focus of this investigation is small to medium enterprises (SMEs) which employ zero to 19 people.
This unique business profile accounts for 96 percent of New Zealand’s 550,212 businesses®. This report

reflects the end of stage one of the project, with stage two taking place in the second half of 2017.
Keeping Kiwi Businesses Safe — Starting with SMEs:

e lllustrates the cyber risk state-of-play with information and statistics on both the global and New
Zealand situations

Outlines the current cyber security support available to Kiwi businesses

Offers a health check of Kiwi businesses’ cyber security

Examines the barriers to uptake of cyber security by Kiwi SMEs

Makes recommendations for the next steps to improve SME cyber security

Innovation Partnership charged Digital Journey with seeking the answers to these key questions:

e What is the problem we are solving?

e How will we solve it?

e What’s out there now that might help?

e What is the plan, and estimated cost to take a paradigm shift in making SMEs safe?
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Meet Innovation Partnership

www.innovationpartnership.co.nz

The Innovation Partnership holds the vision for a digitally-enabled New Zealand. It is a network of
organisations that support digital innovation in New Zealand across business, education and government.
The Partnership connects industry, government and not-for-profits, commissions research into important
issues, and supports and promotes innovative digital projects. It supports innovation and the integration
of new technologies that make New Zealand businesses more productive, profitable and sustainable.

“We feel New Zealand needs support on the critical issue of cyber security. The Innovation
Partnership has conducted this research to delve deeper into New Zealand businesses’
response to the very real threat of cyber-crime. Our aim is that this research will help us
target the best cyber security solutions for Kiwi SMEs, so that we can act proactively rather

than reactively in protecting this precious resource from cyber-attack.”

Dr. Amanda LynnPhD.
Executive Director, Forum Chair
Innovation Partnership

Meet Digital Journey

www.digitaljourney.org

Digital Journey is a social enterprise that delivers digital projects and initiatives to support its goal of
creating an environment where everyone has the opportunity to use, understand and benefit from digital
services. It offers free interactive online assessments for businesses, individuals, schools and local
government to determine current online technology use and suggest improvements. Digital Journey also
operates a digital resources library, and has developed an online cyber security and digital citizenship

assessment to improve organizations’ cyber protection and awareness of cyber threats.

“We meet New Zealand businesses every day to transform their digital capacity. Over the
past 12 months we have seen an increase in organisations being impacted by cyber-crime.
In response, we have developed online services and training material to both upskill and
raise awareness. It is essential that we all work together to share expertise and services in

order to combat this risk.”

Stuart DillonRoberts
General Manager
Digital Journey
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Methodology

In the preparation of this scoping document, Digital Journey collected comments, information and data
by engaging with:

e New Zealand Government cyber security stakeholders: those with a specific interest in New
Zealand’s cyber security such as the Department of Prime Minister and Cabinet (which runs the
online protection initiative Connect Smart), and the Office of the Privacy Commissioner (OPC),
etc; and those which have conducted campaigns to change business or consumer behaviour such
as the Accident Compensation Corporation (ACC) and the Energy Efficiency Conservation
Authority (EECA).

e Relevant non-government organisations (NGOs): Internet NZ and NetsafeNZ.

e Private sector stakeholders: including telecommunications companies, information technology

and cyber security service providers, and smart device retailers and installers.

® Cyber security academia: such as the University of Waikato’s Dr Ryan Ko, leader of STRATUS; the
cyber security lab C.R.0.W. (at the University of Waikato); among others.

In addition, we have conducted:

e Online research: to gather information on: current and predicted cyber security trends and
threats; the changing risk profile of businesses; and the cyber security tools and information that

exist or are under development in New Zealand and overseas.

e Asurvey of business related cyber security data: this was garnered from data collected from over
6,000 businesses which have completed Digital Journey’s online digital business or cyber security
assessments, as well as a variety of studies including Statistics New Zealand’s Business Operations
Survey: 2016.

This scoping document has also been informed by the conversations we have had with, and anecdotal
feedback gathered from, the hundreds of businesses which have attended Digital Journey’s digital

business training sessions and presentations around New Zealand over the past four years.
With this being said, the analysis and recommendations are made by Digital Journey and no assumption

is made that the stakeholders we engaged with endorse the recommendations. Stage two of the project

will provide opportunity for further stakeholder feedback and refinement of the recommendations.
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1. The Cyber Crime Threat to Business Globally

The Fourth Industrial Revolution (4IR) is bringingportunities and risks on a far larger scale and at
greater speed than the major technological evolutions of the past, and providing a new avenue of crime
with major implications for business.

Building on the Digital Revolution, 4IR is marked by emerging technology breakthroughs in a number of
fields including robotics, artificial intelligence, nanotechnology, biotechnology, the Internet of Things, 3D

printing and autonomous vehicles?.

Many industries have already been significantly transformed by ‘digital disruption’. This disruption and its
impacts have been difficult for some businesses in these industries, while others have taken the
opportunity to innovate, adapt and do business in new ways. These latter businesses have been
transitioning to more connected technologies and cloud-based tools to manage their operations.

However, the speed of transformation in the positive aspects of global connectivity is being hindered by
the negative incursions of cyber-crime. The evolution of the ‘dark web’ and Internet currency ‘bitcoin’
means that cyber sabotage is increasingly accompanied by acts of modern-day piracy in the form of
‘ransomware’ attacks. Ransomware is software that allows criminals to freeze a computer remotely then
demand money (paid in bitcoin) to restore its data. This is known as cyber extortion, and its effects are

increasingly damaging.

For instance, the impact of the aggressive ‘CryptoWall’ ransomware to its hundreds of thousands of
victims across the world was vast. The $325 million in revenue that went to the attackers included
ransoms paid by victims to decrypt and re-access their files. May 2017 saw one of the largest global
ransomware attacks to date, with over 200,000 computers in more than 150 countries affected by
‘WannaCry’. The computer networks of critical infrastructure services in the UK such as hospitals were

affected, as well as those of security agencies and major companies worldwide.

Cyber-attacks — even if not successful —are disruptive to business. The CEO of film studio Disney, Bob Iger,
announced in New York recently that hackers had gained access to the yet-to-be-released fifth Pirates of
the Caribbean movie and were threatening to release it online if Disney did not hand over a large ransom?®.
Disney refused to pay and the FBI entered an investigation into the fraud, which was revealed to be a
bluff.

This came just weeks after hackers released pirated episodes of the upcoming season of Orange Is the
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New Black after series producer Netflix refused to pay a ransom in similar circumstances. The episodes
apparently were stolen during a cyber-attack on a post-production company in late 2016. The hacker, who
goes by the handle ‘thedarkoverlord,’ has also threatened to post unreleased TV episodes from other

networks despite an ongoing FBI investigation.

Such cyber-attacks cost businesses financially and reputationally, and are a significant drain on time and
staff resources.

More than 4,000 ransomware attacks have occurred every day since the beginning of 2016. That’s a

300% increase over 2015, where 1,000 ransomware attacks were seen per day.

Source: US Department of Justice, Computer Crime and Intellectual Property Section

It is estimated that the cost of data breaches will reach $2.1 trillion globally by 2019, which is almost
four times the estimated cost of breaches in 2015.

Source: The Future of Cybercrime & Security: Financial & Corporate Threats & Mitigation 2015-2020, Juniper
Research (2015)

The digital transformation of businesses

Many countries (including New Zealand) are making efforts to motivate their businesses to move to new
digital technologies and business models. ‘Adapt or be disrupted’ is the key tenet of the messaging. There
are a mix of public and private sector stakeholders running programmes and publishing information
designed to educate businesses on digital opportunities, with the aim of motivating them to digitally
enhance their operations. But as businesses become more reliant on connected technologies and the way

the world does business continues to change, the risk of businesses falling victim to cyber-crime increases.

In the past, the information technology (IT) architecture of most businesses was fairly static. It was based
primarily on a ‘hub-and-spoke’ model, in which desktop computers were connected point-to-point from
a central server. Businesses generally had smaller numbers of computers and other types of technology
(such as printers) connected to their network. These machines stayed in the same location, and businesses

could tightly control what went on within their network.
Today, businesses are now vastly more connected, mobile and fluid than they once were — and business

IT architecture is dramatically different. The uptake of mobile technology and cloud-based tools makes it

possible to do business in just about any location and on any connected device. Businesses can now easily
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scale up or down to meet demand. In some industries, mobile working is now commonplace, as is
outsourcing non-key tasks to contract or temporary personnel. These personnel might be based in the

same building, down the street, or on the other side of the world.

No longer are employees connecting at just one traditional workplace location, but they are also
connecting through less secure cellular, home and public networks. In addition, businesses operating a
‘Bring Your Own Device’ (BYOD) policy are increasing their cyber risk by allowing access to their network
from potentially uncontrolled devices.

Suppliers and clients have also become part of the mix. Suppliers to businesses may now have their
systems connected or integrated in some way to improve supply chain efficiency. Clients may also have
direct access to a business’ systems through online portals, whereby they can access or upload
information. Each of these connections can provide great benefits to businesses, but can also increase

risk.

People browsing the web from a mobile or tablet (51.3%) overtook those browsing from a desktop
computer (48.7%) in October 2016.

Source: StatCounter Global Stats

The collection of business and personal data

Changing customer behaviour is also driving technological change in businesses. Businesses are adapting
to meet changing customer expectations for products and services to become much more tailored to their
individual needs. This has meant a rapid increase in the amount of potentially sensitive customer and
supply chain data being collected digitally, stored and analysed. This activity occurs on local hard drives

and servers and — increasingly — online in the cloud.

Online tools can ease and speed the accessing, sorting and understanding of such business-critical data,
along with demographic, psychographic and financial data from customers. However, having quick and
easy access to this data from almost any location and on any device introduces significant levels of risk to
a business — as Sony employees and Ashley Madison members experienced when these companies

suffered major data breaches in 2014 and 2015 respectively.
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Cyber criminals are smart, highly innovative, and persistent lawbreakers. Not only will cyber criminals
get into our systems — in many instances, they are already there, assessing which data is of value to
them and waiting to act. In 2015, 90 percent of large UK organisations reported breaches, highlighting

the urgency of addressing cyber risks.

Source: Cyber Handbook 2016, Marsh & McLennan Companies

Cyber-attacks — sophisticated software, simple infection

Cyber-attacks can be very sophisticated, utilising cutting-edge technology. These can include hijacking
large numbers of unsecured Internet connected devices (usually without the owner's knowledge) and
controlling them remotely in ‘botnets’ (a term derived from ‘robot networks’), in order to attack assets

such as Domain Name Servers, significant corporate websites or even public utilities.

Malicious software (‘malware’) can be used in government or corporate espionage, or for stealing a small
business’ or individual’s important or personal data. Malware varies in sophistication and purpose, as does
its method of infection and delivery.

However, much cyber-crime is still committed via simple techniques such as ‘phishing’ scams. These rely
on recipients failing to identify scam emails or texts, and unwittingly clicking on an infected link or opening
an infected attachment to compromise security.

As people share more of their personal information online via social media without taking appropriate
privacy precautions, they are also falling victim to ‘spear phishing’. Here, cyber criminals harvest personal
information about an individual and use it to target them to obtain passwords, eventually granting them

access to personal and/or work systems.

U 463,841 - number of ransomware attacks detected in 2016, up from 340,665 in 2015
il $1077 - average ransom in 2016, up from $294 in 2015

Source: Symantec, Internet Security Threat Report, April 2017

Over 390,000 new malicious software programmes are registered daily by the Independent IT Security

Institute AV-Test in Germany.

Source: www.av-test.org.en
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The rise and risk of The Internet of Things

Increasingly in the future, the uptake of Internet of Things (loT) devices will greatly enlarge the number
of device connections within business networks — all of which will need to be controlled and kept secure.
Cars, fridges, baby monitors, light bulbs, cameras, drones, printers, factory and household robots,
wearables (watches/fitness trackers), security cameras and many other devices are already being

connected to the Internet through business and home networks.

Much has been written —mainly in the tech media —about the inherent risks of IoT devices. Many of these
devices do not carry the same level of cyber security protections that come with desktops, laptops, tablets
and mobile phones. These protections include the ability to update or patch firmware or software onto a
device as a defensive measure. As a result, unsecured loT devices can be used as part of ‘botnets’ to
undertake Distributed Denial of Service (DDoS) attacks on websites, or be used as an ‘open front door’ to
obtain access to other computers on business and home networks.

And in a further risk to security, loT devices often collect data which is then cloud stored. Such data
collection and associated privacy policies are not always made clear on IoT devices by manufacturers or
distributors, nor is information on how to make them more secure. Currently, there is no global security

standard to which loT device manufacturers must adhere.

IT research firm Gartner forecasts that 8.4 billion connected things will be in use worldwide in 2017, up
31 percent from 2016. Some 20.4 billion will be in use by 2020.

Source: Gartner, Inc. January 2017
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2. Cyber Crime in New Zealand

With international trade barriers increasingly dismantled by global connectivity anda@mmerce, New
Zealand businesses are able to compete on the world stage more than ever before. This connectivity
also means we are far from immune wybercrime perpetrated offshore—or even onshore.

According to the New Zealand Government’s National Cyber Security Centre*, there was a 25 percent
increase in the number of data loss incidents in New Zealand in the year to June 2016, and a 47 percent
increase in the value of those losses. Total losses estimated as a result of cyber-attacks are between $300

and $400 million annually in New Zealand.

Business owners are cognisant of the risks. In fact, cyber-attacks are perceived as the biggest external risk
to New Zealand businesses in 2017 in the minds of our country’s company directors — even outweighing
natural catastrophes. In the Directors Risk Survey Report 2016°, 79 percent of New Zealand company
directors from the Institute of Directors rate as high or medium the impact of a cyber-attack on the
organisation’s strategic growth, operational efficiency and legal/contractual compliance. By contrast, in
the same survey in 2013, cyber-attack did not even rank in the top five risks.

A 2016 report from IDCARE, New Zealand’s national identity and cyber community support service, shows
cyber-related crimes is on the rise in New Zealand since its last survey in 2014. IDCARE managing director,
Professor David Lacey, says ransomware attacks have increased, particularly amongst accounting and
medical practices. He says that small businesses continue to be a growing target of ransomware attacks
and the ability to respond and restore is almost completely dependent on whether their business backs

up their systems on separate devices and stores them offline.

1in 5 - number of small businesses in New Zealand that have been targeted by a cyber attack.

$19k - average financial loss to small businesses in New Zealand who experience a cyber attack.

Source: Norton New Zealand SMB Cybersecurity Survey, 2016

Every business’ risk profile is unique, based on what they do and how they do it. However, common to

most Kiwi businesses are the threats of cyber breach through two broad channels:

(A)Technological risks
(B)Human risks

Digital Journey has drawn (in part) on public information provided by Connect Smart

(www.connectsmart.co.nz) and the Ministry of Communications and Information of Singapore
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(www.mci.gov.sg) in the preparation of this overview.

(A) Technological risks

The technological cyber security threats to businesses are varied and constantly evolving. They are also
developed and delivered with varying levels of sophistication. Key technological threats include:

e Malicious software (malware)
Malware is designed to allow unauthorised access to a system, or cause damage or disruption to
a system. Malware is often downloaded to a user’s computer or system by visiting a malicious
site, or clicking an unsafe link. It can also be transferred throughout a network or from one device
to another, automatically exploiting weaknesses in unpatched (not up-to-date) software and

other system vulnerabilities.

e Ransomware
Ransomware is a form of malware that targets critical data and systems for the purpose of
extortion. Ransomware is frequently delivered through phishing emails. After the user has been
locked out of the data or system, the cyber-criminal demands a ransom payment. After receiving
payment, the cyber-criminal may provide a method for the victim to regain access to their system
or data.

e Zero-day malware
Unpatched or not up-to-date software can be vulnerable to zero-day malware. Zero-day malware
is a previously unknown computer virus or other malware for which specific anti-virus software
signatures are not yet available. It is called zero-day because the software's author has zero days

in which to plan and advise any mitigation against its exploitation (e.g. issuing patches).

e Denial of Service (DoS)
DoS aims to prevent legitimate access to online services (typically a website), by consuming the
amount of available bandwidth or the processing capacity of the computer hosting the online
service. DoS can also occur unintentionally through misconfiguration or a sudden and unexpected

surge in legitimate usage.

e Data stored on the cloud
In general, New Zealand businesses have been relatively quick to adopt cloud based tools. In fact,
of the nearly 5,500 businesses who have completed Digital Journey’s online digital assessment,
44 percent use cloud based storage services. However, there are risks with data stored on the
cloud and not all cloud based systems are equal in terms of privacy policies or security procedures.

Cloud stored data can be hacked, stolen or used for purposes for which it was not intended, such
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as being on-sold to be used for marketing purposes. The country in which the physical cloud
servers are housed also impacts the overall privacy and sharing rules pertaining to the data the
servers contain. For instance, data stored on cloud servers in the US falls under different data

sharing, protection policies and laws than cloud servers physically located in the European Union.

e Unsecured connected devices (loT)
Many unsecured devices connected to the Internet could conceivably be used as part of a botnet
to carry out distributed denial of service (DDoS) attacks on a website, or to gain access to a
business’ network to upload malware or cause other nuisance or damage. Many businesses’ loT
devices such as printers, cameras, scanners or even staffroom appliances may lack basic security

protections, and not allow for their software or firmware to be updated or protected.

e Uncontrolled devices - BYOD
A business’ risk increases when any device — whether it belongs to an employee, supplier or client
— connects to its network. Many Kiwi businesses do not have a BYOD policy in place, but will be
allowing their employees and others to connect their devices to their network via Wi-Fi.
Organisations must ensure they have a clear BYOD policy in place, and that it is managed

diligently, updated as required, and strictly enforced to keep their business safe.

Of the nearly 5,500 Kiwi businesses who have completed Digital Journey’s online assessment:
U 59% do not have a BYOD policy, even though employees can use their own devices
U 54% do not have an acceptable use policy

U 53% do not have rules such as a security policy that protects their information online.

Source: Digital Journey online digital assessment for business data, as at 29 May 2017.

(B) Human risks

We would all like to presume that the people who work for us and have access to our network — including
employees, contractors and consultants — are trustworthy. But in 2015, 60 percent of all cyber-attacks
were carried out by insiders. These attacks either had malicious intent, or the insiders were serving as

inadvertent ‘actors’ in the cyber-attack:

Nearly three in 10 people cannot detect a phishing attack, and another 13 percent have to guess between
a real message and a phishing email, meaning four in 10 are vulnerable, according to Norton’s Cyber
Security Insights Report 2016°. Only half are acting safely by checking to see if an email is asking them to

take compromising action, such as downloading attachments or sharing passwords.
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Recent research from global accounting firm PwC (PricewaterhouseCoopers) shows the percentage of
cyber security incidents originating from within an organisation is roughly the same as that coming from
unknown hackers:

e Current employees - 42%

e Unknown hackers - 38%’.

Because of this success rate, cyber criminals will continue to rely on human error to gain access to a

business’ systems and networks.

The human risks to a business’s cyber security are various, but can be broadly categorised into three
groups:

e Employee negligence
Data breaches resulting from employees posting private data to public resources, or emailing
information to wrong recipients, fall under this category. For example, tens of thousands of email
addresses for members of the New Zealand Nurses Organisation were sent out in a serious data
breach in late 2016. The organisation was targeted in a phishing scam, in which a fake email
address pretending to be that of the chief executive was used to contact a staff member,
requesting contact details for members. Employee awareness is one avenue to mitigate this risk.
Businesses may also invest in data loss prevention solutions to avoid the leakage of sensitive

information to unauthorised parties.

e Insider and privileges misuse
Insider misuse of account privileges on the business network is a common cause of data
exfiltration. Businesses should protect their data by reviewing user privileges, and revoke account

access when employees leave or change roles.

e Physical theft and loss
Theft can happen anywhere, including theft within the office premises. Employees may also lose
their mobile devices containing confidential data. Businesses should practice encryption of
storage media and mobile devices (e.g. through mobile device management solutions) to protect

data should devices be lost.

A note on the potential legal risk for businesses

New Zealand businesses are responsible for making sure they are aware of and adhere to the 12 principles
of the New Zealand Privacy Act 1993. In New Zealand — unlike in some other countries such as Australia,
Singapore, the UK, and the US and soon the European Union and Canada —there is currently no mandatory

reporting requirement for data breaches. However, complaints can be made by members of the New
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Zealand public to the Office of the Privacy Commissioner (OPC), with the ability to appeal to the High
Court if necessary. The OPC can impose fines of up to $200,000, which would undoubtedly bankrupt many

small to medium sized businesses.

MAKING KIWI BUSINESSES CYBER SAFE — STARTING WITH SMEs 16




3. Cyber Security Support for Kiwi SMEs

It is clearfrom our environmental survey below that the information, expertise and tools available to
support New Zealand SMEs improve their cyber security awareness, processes and systems is extensive.

Google any range of phrases relating to cyber security software, products, tools or consultants, and a vast
number of options will appear. There is a growing number of online ads devoted to selling cyber security
related products, and countless articles from mainstream media and the cyber security industry covering
new trends in security related technology. Finding information on how to protect your business, and

experts to assist you, is not difficult.

Cyber security is an increasingly valuable global industry sector:
Worldwide revenues for security-related hardware, software, and services will grow from $73.7 billion
in 2016 to $101.6 billion in 2020.

Source: Research released in October 2016 by the International Data Corporation

Digital Journey has conducted an environmental scan of the cyber security information and tools currently
available to assist businesses in New Zealand, along with other cyber security initiatives and new
technology coming to market. We also looked at the support provided by governments in other selected

countries.

Cyber security support and information in New Zealand

Government

A number of Government departments and agencies play a role in the cyber security area. Businesses can
obtain free resources, checklists, templates and guides on just about every aspect of cyber security from

a range of New Zealand government sources:

e Connect Smart www.connectsmart.govt.nz

Connect Smart is a partnership of government agencies, NGOs and private sector organisations
led by the government’s National Cyber Policy Office (NCPO). It promotes ways for individuals,
businesses and schools to protect themselves online. It runs the annual Connect Smart Week
during October; a campaign highlighting cyber security issues and how to mitigate the risks.

GETResources, checklists, templates, guides, assessment tools and links to further information.

e CERTNZ www.cert.govt.nz

Launched in April 2017, Cert NZ provides a first port-of-call for businesses and individuals

reporting a cyber security problem. CERT NZ supports businesses, organisations and individuals
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affected by cyber security incidents, and provides information and advice.
GETAdvisories on current threats and guidance for IT professionals, and information and guides

for business, organisations and individuals. Also, online reporting for cyber security incidents.

e Business.govt.nz www.business.govt.nz

Business.govt.nz is an online initiative by the Ministry of Business, Innovation and Employment
(MBIE) that makes it easier for businesses to access tools and advice from across government.
GET:Information on storing and protecting data, scams and fraud, and protecting private
information. Also links to the Digital Journey assessment and resources.

e Department of Prime Minister and Cabinet (DPMC) www.dpmc.govt.nz

The DPMC Supports the effective conduct of executive government by the Prime Minister, the
Governor-General and members of the Cabinet. It has been responsible for the development work
to date of the New Zealand Cyber Credentials programme (more information later in this section).

GETLinks to Connect Smart and New Zealand'’s intelligence community

o New Zealand Intelligence Community (NZIC) www.nzic.govt.nz

Three agencies form the core of the NZIC: The Government Communications Security Bureau
(GCSB); the National Assessments Bureau (NAB) within the DPMC; and the New Zealand Security
Intelligence Service (NZSIS).

GETLinks to National Cyber Security Centre (NCSC) and the office of the Privacy Commissioner.

e National Cyber Security Centre (NCSC) www.ncsc.govt.nz

The NCSC is part of the GCSB. Its functions form part of the New Zealand Cyber Security Strategy
released in 2015. Its role is to protect New Zealand’s most significant organisations from cyber
borne threats.

GETResources for directors, businesses and the public. Also, a number of links to associated New

Zealand and Australian cyber security organisations.

e Department of Internal Affairs (DIA) www.dia.govt.nz

The DIA oversees a variety of portfolios with an impact on individuals, organisations and
businesses.

GETinformation relating to spam and scams (online and offline), and link to CERT NZ.

MAKING KIWI BUSINESSES CYBER SAFE — STARTING WITH SMEs 18


http://www.business.govt.nz/
http://www.dpmc.govt.nz/
http://www.nzic.govt.nz/
http://www.ncsc.govt.nz/
http://www.dpmc.govt.nz/dpmc/publications/nzcss
http://www.dpmc.govt.nz/dpmc/publications/nzcss
http://www.dia.govt.nz/

Other Government projects and initiatives (in development)
e Security Technologies Returning Accountability, Trust and User-centric Services in the Cloud
(STRATUS)
A six-year project funded with $12.2 million from MBIE, aiming to create a suite of novel security
tools, techniques and capabilities accessible by New Zealand businesses and government
organisations to give them control of their cloud based data.

e Cyber Credentials
New Zealand’s Cyber Credentials programme, currently being developed by the DPMC, is based
on the UK Government’s Cyber Essentials scheme (www.cyberessentials.org). Details of the

programme, and exactly how and when it will be delivered, are yet to be finalised.

Non-Government Organisations (NGOSs)

A number of NGOs run activities, provide information and advice, and/or partner with Government on its
cyber security initiatives (such as Connect Smart). These include Digital Journey, Internet New Zealand,
Netsafe, IDCARE, Consumer New Zealand, The New Zealand Internet Taskforce, TECH NZ, the Institute of
Directors and the Data Futures Partnership.

Media

There are a range of information and communication technology (ICT) specific publications that cover
stories relating to cyber security. Publications such as Computer World and CIO Magazine carry in-depth
articles, and issue daily email updates on security news and stories. Mainstream media also provides
coverage of increasingly high-profile cyber security incidents nationally and internationally.

Social media

Business and professionally focused groups on social media sites often contain posts with useful and
relevant information for businesses interested in improving their cyber security. Examples of this type of
group include the ‘New Zealand Business and Professional Network’ (68,966 members) and the ‘New
Zealand SME Business Network’ (12,114 members) on LinkedIn, and Spark Lab (3000+ members) on

Facebook.

Insurance sector

The websites of the Insurance Council of New Zealand (ICNZ) and a number of other organisations in the
insurance sector publish stories, blogs and other content that relates to cyber security. Insurance broking
firm Aon has an online cyber risk diagnostic tool for businesses to understand where and how they should

reduce their cyber risk level, while insurer NZI has a 24-hour cyber security support helpline.
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Telecommunications companies

The larger ‘telco’ companies including Spark and Vodafone provide online information for individuals and
businesses on cyber security. Vodafone’s website also contains information and links relating to the
various modems and routers they have supplied to customers over the years. User manuals are available

which can assist users to change default passwords to make their modem and/or router more secure.

Professional services
A number of medium to large professional services providers such as legal and accounting firms have free
information available on their websites, and/or include tips and advice in blogs or newsletters. Some also

run free seminars for clients.

Consultancy

There is a range of highly qualified and experienced IT and cyber security consultants offering services on
the design and implementation of ICT systems and cyber security. The ‘Big Four’ accounting/professional
service firms of PwC, Ernst & Young, Deloitte and KPMG each have specialist teams working with clients
in the cyber security and/or digital area. However, these services would be unaffordable to most SMEs.
Of note, PwC has developed the ‘Game of Threats’ digital game which allows teams of business people to
experience the speed and complexity of an actual cyber breach in a simulated setting. KPMG also offers
compromise testing, assessing a range of factors including employee preparedness for identifying phishing

attacks.

IT and cyber security service proviger
Some New Zealand based IT and cyber security providers offer free advice on their websites, and publish
blogs, newsletters and e-books with simple and useful information for businesses to follow. A good

example of this is Lancom (www.lancom.co.nz), which frequently posts relevant articles on the subject on

their website and social media channels.

Business training and events

Organisations such as Chambers of Commerce periodically run cyber security seminars and training
sessions in which businesses are given an overview of cyber risks and how to mitigate them. Other
initiatives, such as Tech Week, may include cyber security focused events. During the 2017 Tech Week,
business.govt.nz ran a free cyber security event for businesses that was broadcast live online, with a

recording available for businesses to view at www.business.govt.nz.
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Cybe security resources provided ligternational governments and independents

Other governments

Countries such as Australia, Singapore, the United States and the United Kingdom have a variety of

government-led information portals or initiatives to educate individuals and businesses about cyber

security. The Australian Government, in particular, is similar to New Zealand in terms of the programmes

it runs and the information it provides to businesses. Some of this information is either shared with New

Zealand Government sources, or has been developed in partnership with them. The governments of the

UK, US and Singapore each offer a variety of online resources and information.

Independent organisations

Globally, there is a range of organisations providing information and resources that can be accessed by

businesses, or the IT and cyber security providers that work with them. These include:

Information Systems Audit and Control Association (1.S.A.C.A.) WWwWw.isaca.org
I.S.A.C.A. is an independent, non-profit, global association that engages in development, adoption
and use of global industry-leading knowledge and practices for information systems.

GETTraining and events (online), white papers, resources and news.

C.R.E.S.T. WWww.crest-approved.org

C.R.E.S.T. provides businesses wishing to buy penetration testing services, threat intelligence or
incident response services with confidence that the work will be carried out by qualified
individuals with up-to-date knowledge, skill and competence of the latest vulnerabilities and
techniques used by cyber criminals.

GETGuides, resources, list of accredited C.R.E.S.T. members (globally and in Australasia).

The AV Test institute (Germany) www.av-test.org/en

The AV Test institute is a leading independent international service provider in the fields of IT
security and anti-virus research. Its research aims to detect the latest malware, and analyse it by
using state-of-the-art methods.

GETAnti-virus and back-up software test results for mobile (Android), home user (Windows and

Mac) and business (Windows), news and information.

The Common Criteria (CC) www.commoncriteriaportal.org

The CC tests and certifies a range of IT products and protection profiles including operating
systems, software and loT devices to a globally developed standard. New Zealand, Australia and
many other countries are involved as member states.

GETInformation on CC and the certified products, news and events.
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Cyber security software and technology

Cyber security software
There are a vast range of cyber security software products on the market for businesses, a number of
which now incorporate sophisticated machine learning technologies.

Windows 10 comes with ‘Windows Defender’, Microsoft’s free cyber security software built-in. For other
software options, costs vary depending on the product and type of protection it offers. Some providers
offer free software versions that include a variety of protections (such as anti-virus, virtual private
networks, and phishing email blocking) for a single device.

Paid options can include multi-device security bundles that offer a business a range of protections for a
number of devices (endpoints) such as computers and mobile phones. Other security options include
protection for websites, servers, and cloud based storage and services. Most products are designed to

update automatically to stay up-to-date against the latest malware and other risks.

April 2017
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Vsymantec. Symantec Endpoint Protection Cloud 22.8 & 22.9

SOPHOS Sophos Endpoint Security and Control 10.7
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9, TREND.

e
F—Secur:?

= Microsoft

Trend Micro Office Scan 12.0
F-Secure Client Security 12.30 & 12.31

Microsoft System Center Endpoint Protection 4.10
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Source: AV-Test (www.av-test.org/en) Windows 10 corporate user security product test results, April 2017
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IoT Protection
The only device we have found that claims to offer protection from the risk of un-secure loT devices within

a network is the ‘Box’ from Bitdefender (www.bitdefender.com/box). The Box is a piece of hardware that

plugs into a user’s existing router, and protects all devices connected to a network. However, the initial
Box product has been designed for home use and is not yet available in New Zealand. The Box product
has yet to be specifically tested by AV-Test, but Bitdefender home and business products usually perform

very well on AV-Test’s software testing.

Artificial intelligence (Al) and machine learning

New cyber security products that utilise the latest next generation Al and machine learning technology
are now coming to market. However, some cyber security experts warn that Al cyber security is still too
new to be considered reliable. They complain that machine learning platforms return too many false

positives, or that human hackers still hold an advantage over Al solutions®.
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4. A Health Check of SME Cyber Security in New Zealand

Most New Zealand SMEs are far from adequately protected against cyber threats, leaving them
vulnerable to potentially cripplingcyberattacks.

New Zealand business cyber risk: An accident waiting to happen

Anecdotally, many experts in New Zealand cyber security believe that it is not a question of if — but rather
when — a business will suffer a cyber security incident. Yet research from a variety of sources indicates
New Zealand businesses are lacking in preparedness:

e Only 6% of New Zealand small businesses hold a cyber insurance policy. This is despite the fact
that 18% of the 525 small businesses surveyed by Symantec in its 2016 Cyber Security Survey had
experienced a cyber-attack. In Australia, almost the same percentage of small businesses (19
percent vs 18 percent in New Zealand) have experienced a cyber-attack, but more than twice as

many have cyber insurance (14 percent vs six percent in New Zealand).

e Just 17% of New Zealand businesses have an loT security strategy in place, compared to 39% in
Australia. (Source: PwC, The Global State of Information Security Survey 2017). In New Zealand,
most loT devices connect to the Internet via established cellular networks managed by major
telecommunications companies, such as Vodafone and Spark. However, newer loT devices may

connect using potentially less secure and unregulated ‘Low-Power Wide-Area’ (LPWA) networks.

e Only 37% of Kiwi businesses could operate 'anywhere' and 'anytime’. This data comes from
regional digital health checks conducted across New Zealand by Digital Journey to understand
how well businesses in each region are using the Internet, online tools and digital technology. The
health checks were compiled using data gathered from almost 5,000 New Zealand businesses and

individuals who had then completed Digital Journey's free online digital assessments.

Of Kiwi SMEs with 6-19 employees:
U Only half - use operating systems that are regularly updated
U 44% - do not have an off-site data backup

U 76% - do not have policies in place to ensure ICT security (e.g. risk assessment, emergency plans etc)

Source: The 2016 Statistics New Zealand Business Operations Survey
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Data from Digital Journey’s online cyber security assessments also shows that, in general, the smaller the

business is, the less it will have done to protect itself against cyber security threats®.

The Institute of Directors reports that in the middle market, New Zealand companies are taking some
action to mitigate cyber risk but appear to be slower in making changes to review their systems and
processes. There is a risk that they rely on cyber insurance as their sole risk management solution, rather
than taking the approach of larger and more mature companies which are investing in complex cyber risk

assessments, risk mitigation and risk transfer strategies®.
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5. Why Kiwi SMEs are Slow on Cyber Security Uptake

The majority of Kiwi businesses are not doing enough to protect the information and data they use to
run their businesses. Why not?

No quantitative data yet exists to explain why a large proportion of New Zealand SMEs have yet to
implement effective data and cyber security systems and practices. Instead, we are able to offer some

gualitative data as insight.

The data comes from Digital Journey’s recent conversations with cyber security stakeholders and experts,
and from anecdotal evidence obtained while running our digital training and coaching sessions over the

past four years.
The reasons for Kiwi SMEs’ low adoption rate of cyber security are various:

Low awareness of cyber and data security risks

Low understanding of potential consequences of a cyber attack

Unsure what to do or how to do it

Confused by options, and find it is too difficult to compare them and make a decision
Do not know what to believe or who to trust

Believe their cyber security is managed by their Internet Service Provider (ISP)

Lack of capability to upskill staff

Believe cyber-crime does not happen in New Zealand

Disbelief that small businesses are a target

Perceptions about the cost; cyber security may be too expensive to implement

Too busy and other things are a priority.

Technological solutions are there, but can often be confusing for businesses

There are a vast range of options when it comes to anti-virus software companies competing for the home
user and business markets. However, for a non-technical person it can be hard to judge one against
another, as they tend to use technical security jargon in their marketing. Terms such as ‘endpoint’, ‘botnet
protection’, ‘two-way firewalls’, ‘visualisation support’, ‘anti-spam’, and ‘anti-phishing’ are common.
Most sites, even those of the large well-established companies, are jargon-filled. For the time-poor small
businesses owner/manager this can be hard to understand. In addition, there is the question of, “Whose

marketing jargon can | trust?”
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According to the president of the US based Cyber Threat Alliance (CTA)®, Michael Daniel, cyber security

is a difficult problem for three reasons:

1. Itis not just a technical problem: it incorporates aspects of economics, human psychology and other
disciplines

2. The rules of cyberspace are different from the physical world, so we cannot bring our physical-world
mental models to bear in cyber security strategies

3. Cyber security law, policy, and practice are not yet fully developed.
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6. Recommendations for Change

We present our recommendations for improving the adoption of best practice cyber security by New
Zealand SMEs.

The cyber security support infrastructure is robust in New Zealand. Free, accessible, trustworthy and easy
to understand information is widely available, and there are many cost effective cyber security tools and

software packages for purchase.

We believe the essential challenge the country faces is motivating businesses to implement best practice

cyber security systems and processes.

New Zealand’s SMEs need to be aware of, and actively manage, their cyber risks. They need to put the
preparations and plans in place to manage and recover from a cyber incident and resume normal business
operations as quickly as possible. No risk mitigation is 100 percent fail-safe, but each SME needs to limit
the risks as much as possible, and have a plan in place for when a cyber-attack may occur.

Addressing the challenge of changing business behaviour towards cyber security will require a mix of:

More engaging cyber security information delivered in new ways, both online and offline
New tools to assist businesses understand their cyber risks, and how to manage them
Meaningful incentives from Government and/or the private sector

Ongoing marketing of issues and solutions to raise awareness and motivate action

Educating consumers, so that they prefer businesses with good cyber and data security.

Valuable ongoing work from government

There is a range of activities currently happening or in development, being led by different areas of
Government. These are set to be an important component of transforming business cyber security
behaviour. We encourage the Innovation Partnership to continue its support of these activities, with its

stakeholders assisting to encourage and promote uptake within the business community.

These activities include:

Connect Smart

Research data shows that Connect Smart — and in particular its annual Connect Smart Week campaign —

has had a positive impact on a number of businesses’ awareness of cyber risks, and has assisted them to

improve their cybersecurity practices.
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CERT Nz
CERT NZ has only recently launched, but has already successfully handled a range of incident reports from

businesses, and a spike in enquiries in relation to the global WannaCry ransomware attack.

Cyber Credentials Programme

New Zealand’s Cyber Credentials programme has the opportunity to learn from the mistakes and
successes of the UK Government’s Cyber Essentials programme. It has already had positive feedback from
businesses during its initial planning and development stages.

A single government portal for cyber security information and incident reporting
We understand discussions are already underway within Government as to how this may be achieved.

Potential options could include moving Connect Smart activities under the umbrella of CERT NZ.

Review of the New Zealand Privacy Act 1993 and consideration of mandatory reporting of data breaches
We understand from the Office of the Privacy Commissioner that it has recommended to the Government
that mandatory reporting of data breaches should be introduced as part of its review of the New Zealand
Privacy Act 1993 later in 2017.

Security Technologies Returning Accountability, Trust and User-centric Services in the Cloud (STRATUS)
Led by the University of Waikato’s Dr Ryan Ko and executed by a team of leading cloud security
researchers and practitioners, work on the research aims and projects is well underway. The final project
is expected to be delivered in 2020.

Recommendations

Having reviewed the information gathered during the course of preparing this scoping document, and in
addition to the ongoing work of the Government above, Digital Journey recommends the Innovation

Partnership supports the implementation of the following:

Recommendation 1:
Develop and deliver a nagnwide campaign designed to motivate SMEs to adopt best practice cy
security behaviour.

Such a campaign would need to contain a clear call to action/s. Cyber security, like health and safety,
needs to become an integral part of business strategy, operations and risk management for which

everyone in a business has responsibility and accountability.
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However, more thorough qualitative market research needs to be conducted to confirm the reasons
behind the slow uptake of best practice cyber security processes and systems by Kiwi SMEs first. The
results of this research could be used to define the most significant motivating factors to drive behaviour

change in this area, and inform key messaging.

We also suggest investigating the learnings from previous nationwide communication and marketing

campaigns in New Zealand and overseas that aimed to drive behaviour changes, such as:

e WorkSafe and ACC’s campaigns and initiatives to lower workplace injuries and deaths

e The Energy Efficiency and Conservation Authority (EECA)’s Energywise programme to modify
consumer buying behaviour relating to energy efficient appliances and fuel-efficient cars

® The New Zealand Police’s ongoing campaigns to reduce the number of people driving while under
the influence of alcohol or drugs

® The Retirement Commissioner’s work to increase the amount of money saved for retirement by

New Zealanders.

Recommendation 2:
Consider what legislative and other incentives could be used to change businesses cyber s¢
behaviour.

A review of The New Zealand Privacy Act 1993 is scheduled for late 2017. Should the Government decide
to adopt a mandatory reporting regime for data breaches, there may be an opportunity to tie this to some
form of incentive for businesses. As an example, ACC s introducing a ‘no claims bonus’ scheme* to reward

businesses with good health and safety practices evidenced by their lack of workplace injury claims.

Another option would be to partner with insurers to reduce cyber insurance premiums or excesses for
businesses which meet the criteria of the Cyber Credentials programme. We understand the UK’s Cyber
Essentials programme — on which New Zealand’s programme will be based — has been successful in terms
of uptake by businesses where insurers have covered the cost of businesses participating in the

programme.

* This scheme is replacing the earlier Workplace Safety Discounts scheme.
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Recommendation 3:
Use more engaging content to increase the use and sharing of cyber security messages, inforn
and resources for businesses and their employees.

There are many excellent cyber security resources and content targeted at the SME business audience.
However, almost all of it is written material, which is often heavily loaded with information. We
recommend that messaging, resources and tools need to be delivered in a more engaging way, both online

and offline, making better use of video, animation and other creative methods.

Good examples from other organisations include WorkSafe New Zealand’s series of unique animated
video clips The Yappers, which have been designed as icebreakers to help employers have conversations
with their employees about health and safety issues. Air New Zealand is also enjoying phenomenal success
in increasing the number of its customers watching pre-flight safety videos since introducing humour and
entertainment to them. Arguably, they have also increased their customer base since the videos have
gone viral on social media.

Ideally, to reach the broadest possible SME audience, enhanced cyber security information and content
should be distributed through public and private sector channels, and via broadcast, digital and social

media.

Recommendation 4:

Create an online tool for businesses to assess their cyber risks and learn how to mitigate them.

We recommended the creation of an online risk assessment and education tool that would be simple to
access and use. Businesses would answer questions relating to their operations, staff and existing cyber

security measures. At the end of the risk assessment, businesses would receive:

e A graphical indication of their risk level in different areas (akin to a fuel gauge or fire risk signage)
e A benchmark against other businesses in their industry
e Links to educational and engaging resources to help them reduce their risks (as per

Recommendation 3).

We recommend that such a tool be kept independent to maintain business trust. This would distinguish

it from insurer Aon’s online cyber risk assessment for businesses.
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Recommendation 5:
Develop an online directoryfovalidated IT and cyber security providers.

Many businesses take the advice of employees, family, friends, contracted IT supplier or ad-hoc IT supplier
as to who and what to use for cyber security and support. In doing so, businesses risk acting on either
non-expert and/or incorrect information, or advice influenced by vested commercial interest. The
independent directory we recommend could be linked to a cyber risk assessment tool (Recommendation
4), and also be used for appropriate referrals from CERT NZ.

Recommendation 6:
Develop an online eployee assessment and training tool.

As we have learnt, human error is a significant source of cyber risk, and we believe this could be better

mitigated.

While there are resources for businesses to assist them promote cyber security best practice in the
workplace, these are generally only in the form of printable checklists or information sheets. Instead, we
recommend developing a fun and interactive online employee assessment and training tool to assist
businesses upskill their employees. Such a tool could be hosted on a separate site, or embedded within a
site such as Connect Smart.

The tool could potentially be customisable to each business, although the majority of human cyber
security risks are the same for every organisation regardless of its size, complexity or industry. We envision
the tool would be free, easily accessible, mobile friendly and straightforward for employers to share with
their employees. It would feature video-based scenarios with accompanying explanations, and we
recommend using elements of ‘gamification’ to allow staff members to compete with each other to be

the most cyber savvy in a fun way.
Each assessment would result in a customised action plan with links to useful and engaging resources to

upskill the employee in reducing their cyber risk. Action plans would be downloadable and printable, as

well as accessible online. Participation could be incentivised.
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7. CONCLUSION

There is no one tool or silver bullet, technological or otherwise that can protect New Zealandésses
from cyber risks 100 percent of the time. And this is unlikely to change.

There is also no shortage of freely available information, advice and affordable technological options to
ensure businesses have what they need to mitigate the great majority of their cyber risks. However, the

majority of Kiwi SMEs are not using this information or tools to manage their cyber risks appropriately.

As we have outlined, the reasons behind the lack of uptake are varied. The fundamental challenge is to
change business behaviour and increase the number of Kiwi SMEs who proactively and appropriately
manage their cyber risks. We believe our recommendations, mixing an integrated nationwide campaign,
with more engaging information and new online tools will provide the necessary multi-pronged approach
to change business cyber security behaviour - and we invite further discussion on them.

All businesses need to implement best practice cyber and data security policies, robust systems and
processes, with a well-considered response plan to allow normal business operations to resume as quickly
as possible in the event of a cyber-attack. Only when they have these components in place, will Kiwi
businesses be truly cyber safe.
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